55 45 555 6 1) woE R Vol.45 No.6
2024 46 H Journal on Communications June 2024

TIEMNZEMREGR

wiE, EERAED, R, AFE, s, AER, kREFD
LR R TR R 5 TR0, TLJ5 FI 5L 210094; 2. ERRA B K E K LM% ARBETE 0, JE5E 1014085
3. SeA SR %, BT 1001945 4. R K 2E 48 25 (] 2 2B (CBERS2ARE), W i 571835)

W OE: LB RREICS RTie TR, ﬁEIthEuWM&%MTﬁﬁéﬁm%iy#ﬁam
N e o Ko 3 ﬁﬁf%%ﬁﬂ U, G546 ICS BERIAN LA B R R ARFAE, IR SENT B A 2 B 308 34 i
I P9 i 55 2 1) R AN T b o RIS, TR AR U TR, RN T SE TSRS AT RS o AR
MAREE T BORIRIZIREAR, F N T RIMTE T 3815 LA LR SR = J7 el 3 AN J5 T A i S50T 184
PR AR 54, WSR2y LIRS, W TRk R Eias s
JEH,

XHEIE: ICS; TG hesstt; &by IRz

FES S TP393

AR : A

DOI: 10.11959/j.issn.1000-436x.2024104

Survey on industrial control protocol security research

HUANG Tao', WANG Zhiwei*?, LIU Jiachi', LONG Qianxi', KUANG Boyu',
FU Anmin', ZHANG Yuqing***

1. School of Computer Science and Engineering, Nanjing University of Science and Technology, Nanjing 210094, China
2. National Computer Network Intrusion Protection Center, University of Academy of Sciences, Beijing 101408, China
3. Zhongguancun Laboratory, Beijing 100194, China
4. School of Cyberspace Security (School of Cryptology), Hainan University, Haikou 571835, China

Abstract: The security of industrial control protocol is the cornerstone to ensure ICS’s stable operation, a large number
of industrial control protocols in the design phase ignore the consideration of security, resulting in most of the main-
stream industrial control protocols generally having vulnerabilities. Considering the ICS architecture and the develop-
mental characteristics of industrial control protocols, the various vulnerabilities and attack threats commonly faced by in-
dustrial control protocols were systematically summarized. At the same time, for the unknown potential vulnerabilities of
industrial control protocols, the vulnerability mining techniques of industrial control protocols were analyzed in-depth,
including the static symbolic execution-based, code audit-based, and fuzzing-based. The protocol design security protec-
tion technology was comprehensively dissected from the three directions of industrial control protocol specification de-
sign, communication mechanism, and third-party middleware. In addition, the future development trend of industrial con-
trol protocol security was further prospected from the aspects of sandbox development, security protection, and vulner-
ability mining.

Keywords: ICS, industrial control protocol, protocol vulnerability, security protection, vulnerability mining

WimHEA: 2023-12-08; &= BHA: 2024-05-13

BIEEE: (%K, fuam@njust.edu.cn

EEWH: HEER RIS T BB (No.2023QY1202) ; [ 5 F A RF# 4 & B BT H (No.U1836210, No.62372236) ; iff
P B A AT R B H (No.GHY'F2022010)

Foundation Items: The National Key Research and Development Program of China (N0.2023QY1202), The National Natural Sci-
ence Foundation of China (No.U1836210, No.62372236), The Key Research and Development Program of Hainan Province (No.
GHYF2022010)



561 Wk TR R LRh .61 -

0 515

Tolk##] 24 (ICS, industrial control system)
s NS Tl FE d s A 4 sk i) B 3hi%
Hilzal, HAe s, SR A stk Tk
FEMAT N, HAET, 1CS &) ZMNHT Tk, &
Ps S IKF LR AR S A, S AT R
B, BExRLeAtsfae B, TEhilse
ICS 1 % 2 G0 FH U 2% 2 [R) A8 A5 JE I 00 200388 <F 1R R0
WA, & ICS 1 ZAH g0,

B TS & T AR PR RE AR A, I
LA X 6 RS 3 P, T I %) D) 4% B A 0T B 20>
PR LA T A S e T S TE TR R T e, b
FrEw et g, W &0l Egse,
A NFMRI A, BT AR B s B i 25 A3 5 A k)
B8, H AT oKE 4 3 L W i i Modbus TCP.
DNP3/UDP. DNP3/TCP il DNPSec!” 25, 4 J&
TR T o WO 0 R R B e RS, L
X T2 e EmA . Tk, ME
GREAA TN AL A, T3 W 435 5 M3
FEFTFRG 4% B BT (4 22 42 bt H 25 7™ 08
I 4% i WOIR TR 6 1CS R e B il 1) 22 4 Skt
H i 4 % B8,

NT I TE 2 a, K2 REEMN
ANFE A EEHAT TR AL, R B RER 2 e 4
Al P 177 4 AR o oA R A U TR R A2 A 2 A T T
Hor, BP0 T EGRZ . SmiAES e
A, TR SR T BT T R SR LA
FEREAT A, A e T B 4
PEo BP0 TEWAEE R R M2 AT, RS
FIRESTTSHIAT. AR T BORTIHASE 58
RIBATIRNFZHE,  BETIHETE T4 P O A 50 22 4 %
RIS 4 e

MITEZ, TEBZ AR ICS AW EEH
JS R 43001, R T B LR i 55 7 B0 TR K 1CS
AT, O8O B # I — P E B F B
R, AR SCUL 3 e 4 k5L H bR, AICS HE
. TEWT. LB WA, i
AREE T D TH BN & AT T AT RN ARG
Fortr, BARWE.

1) 454 1CS 1) Purdue ZE R AT, 3R ICS H %
SrIXHIE E R TR S KR, R Ty
RKEFAEAFB BB R R, FEE— DR Tolk

BRI N TEBZ 2SS TZICSH RS, )
2 5 B R 2 A U

2) VEANAREE T B BT IR LI AR i S s
LT THAFAE R e T 1 ), Ik — 255 1 fhix 2
it 5554 i S 5 ) L B

3) B % T U A7 FE T AR IR, AT PR )
TERTEHSHFSHAT F TS E oA T B0
B T BORTRZ R R AR o

4) 0 T W SAEAE 10 1 55 P ) RS 0
17100 1| YN O 47 SO TGS/ R 4 e G R X VI |V W
=7 W R 3AN T TR NI T W T A B
FR.

5) NTHM b FaRHH . T E % b
. IR SRS, S TR AR
kR AT T RES 5T,

1 ICSHEZERI TN A4

T BB RS, ICS M ZE XS 3 . %
RTPRAN AR, XERHERZI 0 [ 1CS 5 T4
PSR TT B SAR R T 1A
1.1 ICSHEZ

ISA-99 K JH [¥) Purdue 2 % A1 ] 1 BT 7R
AR AR ICS B vt A St i S S bR ife,  TEZmHh
7N T RV ICS R A 2 S 20 A 22 TA) ) LS AR R 0%
F, HRICSRI N Z X #EHlX . b E XA
WX 4N DI b, 3 ORI X 43 3 R H is
5 AR (OT, operational technology) {5 & K
(IT, information technology)

| i OB e (B EE Bllecana R
BSCADA e

DT MTU BB |
512

Thighkz 4 i

B 1 ICS I Purdue Z % 1 7Y




£ 62 - i

hallis

B

{18 %45 %

D) ZAaX: MR ANIRZe)E, FEMADR
I S A D S S, LR ICS B4 R
Gi. XS T TR E, SRR AR MR
FANAHE AR KA FEEAD RGBS, XLt
TARORY 2 RS A TR R G A 2> th A s i e

2) #HIX . WA OTMES, WHEH T
P il dERpZ 4R e B AR 1 H S ERE I R
G R, ZXATURISAEOZ. H1)E. H22
MEIFEHEANTE. HOZCHEEEEH TR
R LRI RIS, WEHL. R AR W
155, 1 2R UG ES 02 RA MR &
MRS, Wl 9w ie 2 H 6 4 (PLC, program-
mable logic controller) . % f¢ 714 (IED, intel-
ligent electronic device) « 7 F2 Z 4 B G (RTU, re-
mote terminal unit) I 3 £ 45 H. 56 (MTU, master
F2)ZEEANLIE (HMIL, hu-
man machine interface) . FiZmAbEE#Y (FEP). %fE
G AN SCADA S5 ¥ R 48, Re s 42 AE B R 4t
WHEEARIE R . 53 R EIERIGERIE RS, @ 0N
U IR A AT, DUAEFERTRR B, st
EH, & iEE T A IEPIT RGE.

3)BEEIIX: fENITHIOT M4 2 [m (e, 6t
T B XA MY X 2 A A BR U A, JCH A2
1R TT P9 2 o () % 76 21 OT I &%, SEEIL P22 4 1Y)
J7 E BT W25 A0 OT W 4% 2 [R] )& 42

4) X BOIT R4S, FFAE SR IT Bk Fl R
a5, wlkgs RGN . BEAREIX EE A S ICS
B, (HAHATTNICS RIS LI T 5%
Wi NIX LI R4 EFESE2 0T 2. 54
JFASEGA I ZE A B 4 ) A R s AT
T &4, Wl %K) (ERP, enterprise re-
source planning) #fF. R ESE. ZET LN N2
B ARGt AT 45 588, REXT 26 5 Z k2%
HATHAR R . SRR, F 2 TR
. ZBERAAEICS HEME, HETLICS
ARG PSR B AT S I 55 T

EREERE, BAER EEE XS AT
JEOT MIIT M 4 2 [ BT A7 &, AT OR3P OT
s, (R TIEIER, HlICS XXtz
P54 77 T SETIAE , 1CS I E E & sl R 4t
(EP OT M28) 25 5 i A ) Bk 8 R IAN Bt

terminal unit) 2%.

1.2 THEmY

BT, Tl 32 Jufk g il I 25 b il |
P37 2 s Tl BAK I Bl 80T T T 42 P
PEESN
1.2.1 A %edsd] M 4

A 25 478 ) X 285 IS 3 B T LA s i &
45 (CCS, centralized control system) . 43 i =X % ffill
Z 4t (DCS, distributed control system) « P37 51 28
il R4 (FCS, fieldbus control system) . i £ %
il 24: (PCS, process control system) #IPLC %5 &
GuRIEED. CCSTE N R WM IEH Radit, W]
DL i AR R s i, H 2 BB 2 S MO 4
R ENLLE, — BB S 5 iE RO TR
REe. DCSHET CCS AR, HAZ L BARZ D
A AR P E R, BE RIE LS
JifE. AT DCS, FCSEIL T /s, mohik
AR R UK JE R B — B T R S R . AR
T, I LY ) A G 42 o) DX 2 0 A0 B 0 2% R D rT £
SR ICS Ty e 75 SR i J6 A _E o0 1CS (42 i) 7 =0k
ITARAL, reh B rh ] a4 A g AT L 2
RIS, DLSEPLfE R, AIEE. &5, SEH S
WAL= R
122 WP EERHR

I I B AR o B S B AL GRS 5
ST R EAS S AT, Tk Tt
TR BE I 37 15 2 AR AR R R G2 S B
i, EAWE., AIEE. GuF. ScHZR AN,
ICS KA, & A% 8 &l 3BT AT
B % , 4% CAN. DeviceNet. CCL-Link. Mod-
bus (Modbus RTU. Modbus ASCI. Modbus Plus).
DNP3 H1 Profibus (Profibus-DP. Profibus-PA F Pro-
fibus-FMS)%% .

EH T 50 A5 T A 0o s P L T I 118 DX 8% g
B, (A R A B I T SRR A B R A AE
AR, Xl B T 45 s s vk 5 T &2 1CS
R ThREPE TR SR AEEA R P EEME TR R, WH R FHIE
TR R CmEyLE . B iAE.
SEREME RIS, DRI I e B T4 Bl 8 A Ak A
TE 22 A i 55 M ) R
1.2.3 Tkl K WX

B DAK XA (R AN W i 20 DL S T A1 e
IR HET, N 7SI ICS [ ) B BC HIE, 1CS



%61

W F) LR TR A8 LA EE T SR AT RE R (1 7 8
LR SRR b, T T AT DRI A i
ARESL RITEME PR M (5 TCP/IP 2 L (A2
HEHD, FEHE Modbus TCP. Profibus (Profi-
net CBA. Profinet I0). DNP3 (DNP3/UDP. DNP3/
TCP). EtherNet/IP. EtherCAT. OPCZ!!!,

TV B X SR A% G B 2 2R AL PR T B %
Th R HURSERAT 7Y R 55w, AMUaeig it
— 353 2 ICS IS itk . R PR mT S8 M 2 R
I BT 5L A R A AE 9 i 59 7 e AR AT 58
B W, Tl DOR M ESGE 51N T OST #HirY
B, BEAS G M@ T B A FLEC A ES . SR
MM, XL A 7 B & Me gt inl @, M-I
SN 2%, EFAMEIN T 2 E R0 BT
WIAH R )22 A gl HET, R Z2H0ON S 4 7 3Or
MY PL 0 L 28 N TR LA L.

124 Tk R&EHR

FHEE T AT 3 F L, L&kt H i
M, W AR AR A A AR
WEPSVE R4, Bk, Tk RAIEEAR R AN
W TH ML AR SRR R 7 ., SR, Tk B4R
L E RITIAL T R R A B, HAE B o4
AEFHE Wi-Fi. B§EMNE . W4 . WirelessHART Al
ZigBee %5, 1KLL R J2 B A% B AN B A
&, W LR T e 26 il = ZEALHE TEEE 802.11 (a/
b/g/n). RFieldbus. ZigBee%s.

1.3 ITEhiRE

BEE BB AR S s R AR R ERE, Tk
BRI NGB T A, H A5 AEAL 48 ICS B4 (1) HE Al
ERINBEERMEAR, EARIESZLS T EICS 42
FIRIETIR T, $RTF Dol e« Hodhe 55 B0 4 1 AL
BCSEBRE Jy. DRk, 7524907 Tk B ER AR T,
T ZeEmmA TEICSH RS . . Bl
HOHT R TR () 2 AP

FEICS 5 & %4771, 1CS B S kAR E
WHEBNE, FEFE REMBEAERZ D E ) %24
B, MRS RS H B AR T
AUEFERE PRI S . Rk, 7EMATH R RN T
W HERMIREE R, Brek 2 ml DUR] PS04 i 55 1t
] ICS A FE Hrl . B A I LR ey, 4
oA AR AR S e . OB . R S R R ]
NG5S, SR, TN IR L L i, —

WAL 235 1Y) 4% 22 2 B AP R R AT AT M DU RS0

FE T 2245, B T REAR B AR
T H B G 1)Z R A, ko 755 2 904
B ML BT ME A AR T
TE4 T T AR g 2%, HICS k=78
S RGP RE A DL R, AR T ML) 4
AR Y 5 T BT USRS B Es . S 4h, X
XL TR RS, AFAEERE 7 o SR
FER FPFI8 B R X 45 1n) #1

SMTE 2, Purdue BEALE N H AT ICS it 55k
DL SERRAE, JEIEFRE OT M4 51T M4, %
TOAR K d A AR A, DA SR ICS % A
PEo FIRPSET TR & SRR IR M, B T
WO T B 3 9 A ICS JE AR (1 ) gt 5 ] S T
K, AR T Wi A, SRR AL G ] X 25 P
VOREZ SR WA Bl T4 P 265 R [v) IR DY)
i, TR &IERREAR BiEE, 5%
SR OE A0 T A BCE B v T Tl BUR AL
KR I DIRENE . R tEEHA Frig A, (BU#
TR B S HESSTER L, RINE SN T 2 Ak
(R ELIEC I 22 4 g o H RITAR Gedss il X 2 TS F
ICS N2 R %G W& 2 A (@15, W PCS. FCS.
PLCZ%5. B3z 8 & W SOR Tolk LUK B E A H
AT 32 S I T T Tl G2 isf o T
WA SRR T W SR, 78 H #2410
TP HRCIRIE R, X8 T P A7 2 4 i 55
PR, R EE R EICSH RS, W 5 HRE
(122 4.

2 Tl R 2B

AP SONE 55 i FUE R 5 5 R B SRR
i, T RO R R 4 S5
w8 AT H AT R TP SR e 1 )
A, BT T O R B B
2.1 THEthalAesstt

0 2 Bl i o 300 B A B SR T AT L S
B2 AEEF B, BT H AT TE IR e 0 % 8 %
SV S R AR R, TSI i AN
SEBLBY BOE A7 AR 2 e g bk il Bk T, —
JIT, PRRCBEE B AR BT LA PN R T8 007 B8 %
Gk, FEOXLEPHBCEERAAEDERZ SNE. 52
BEVER I A AT (v e s vk R Ty, B



64 - B fE

¥k

¥ 45 %

WOT R A SZBL T il N A B, S 8exX T
B ARG X s . i SV E NS R A SE B
Jiffs 55 2 i)
2.1.1 & EEE

AR 22 IR 5T S 356 2 T 3 A 45 B W Mod-
bus. DNP3. EtherNet/IP. S7Comm %5 #t 17 T 4
gy, 2 s BT R, X TR TR
P i AE AR — PP B2 Bl v T B i 85 1 i
A2l 3 B 55/ = F A GE . B AL
fil, BT e . B INENLE] Bz AL
R WS TR E 1 O DE -8 S W< N e SR T
BB o, xR®oR “EBE7, VERR CRE”,
OFx “HrRARA”, W Modbus-ASCII
Modbus-RTU 435l % F A a1 TR #5: (LRC 256
FEIR TU A B S (CRC), {H Modbus-TCP % H 58
BRI .

R (2.50%)
CIP (2.40%)
NetBIOS (2.40%)

Modbus
(39.50%)

OPC (2.40%)
Profinet
(3.20%)
IEC 61850 (4%)
DNP3
TEC 104 (4.80%) (12.90%)
$7Comm (6.50%)
EtherNet/IP
HAb (8.90%) o (10.50%)

B2 FR CEmGh T

=1 A TS AE S5 1%

Wis SINIE N SRR MR B
Modbus X X O x X
DNP3 x x N N x
EtherNet/IP X X v N X
S7Comm X X X x X
IEC 104 x x x J x
IEC 61850 x x x x x

N T R R B RE S PE A R, A 2 AL
TR ER LA UGHIAT 7Y R SudE R
Wit o #ildn, %F Modbus W AT A H T Modbus-
TCP. Modbus-F2009"3), Modbus-S2015!"*F1 Mod-
bus-A2018!IZ fig A&, & F DNP3 Hp il i 1Lt T
DNP3/UDP. DNP3/TCP. DNPSecV& 4, 14k,
WA 5 & B T LUK ) EtherNet/IP. 1EC 104
E N

JRUE T A T WAL PR T R AR A T o) 1 e A vk
TR HET R, HRIIFEER 2 2R
To Blhn, SCHR[14,16]F H Modbus/TCP Hir il ik =
LA S A GIE, Xt 3 ] DOR BEAS 3% % I
BHAR A, ERURS A ENL, HE D 2R K
Wi Bz Wi B %% . DNPSecl AR
F 3-DES #l SHA-1 53X} DNP3 #E47 24 3dE, SCEL T
Tz WL A AE LI, E 2 BT 48 1) 3-DES
SHA-1 FIEARSRAFLE W AR 1) AR . TEC 104 B
B2 AL RSO, Ao Dhig
RB AT S B0 bk 3 O B Y5 4% b O g (10171452
Wi, 3EF OPC itk () OPC UA Phill EAR$EAE T
I AANE . 2L 588 M R 56 2 e A HL IS,
{H Puys U@ i n e P R AIE T ProVerif K3 T
— L2 P L PR B A DIE (PR PG, X LE R
J B T DL A

S5 N, BEARXEE R TP H ot iR
AR T A TR B A v I S 1 I,
TR S IR, (ER AR SR THI I P2 08 1) %2 4
A o
212 FEIEFE

RUEER 4y T3 U A BT B BE 2 78 40 %5 &
Ly SNBSS 2N, 2 R T OT K&
G R A SR R, X TR R SE I AR AT AR
A REAEAEIBAE IR, (A5 I 2 ML e i 2
geik, RN T4 Wil i SE MG 55 7

Biham %1201 Hl S7Comm Plus B4R & %% .
WIS MU, BRI SGE R T F AL S
TR AR M E 2%, Fit, REfA—
R BRI, BT A AR R WA () 8 4 3 AS
74, Kalle Z:PUR B UMAS P30 s2 8 250 e it
Hash % S 47- i 76— AN [8 8 i ok, Bk 35 a7 LLs
i 5 1% ] M bk Y N 25 DL 55 Hash %40, AT
St A FIAENLH] . GX Works2P2 4 7 F U
AR BB R E AR SCKE, SR UM
AT SCHER[12]45 H R A C/CH+9 5 S B TEC
61850 2 Modbus ¥ 3 25 7 4 X o & H I DL A 1
HOERF AT, SRR . HekRRi . 484
PR AR S . SCER[23]48 HBR T UMAS 1)
WA 7E 5C B Hash % 81 4 78 5 (B 4p2Y,  COD-
ESYS-V2 P W H A7 7E 7T B 3 BUR VI U640 1) F8 £ U5
i) T A A7 U 0] PR R

N O

\



%61

R TR AP s 65 -

RAR, P SEILIS AR AT AT B 2 A T e S B
SEPLE ST ), A AR AR M RO
FERRE . PRCSEINE B AR BRIASE, M TR
Ffa g5, SEEE 55 A A T A AT Y
22 TEhilsEs

Wi 2 AT R FH A i A A 55 2 il ) T
BRI Z M4 Beehi, BEERICS mTPE, stk
FNLEE M S HE A 22 4 J@ 24, R 2 VRAIAREE 1 B A
B T WL ) 2 B I g 3 R L TR e 5
i 0225281 gy ey . EE RO . R 2
] NSk EA RS it DhRers i &

%2 R TS IR
Yt R o ﬁﬁiﬁ
[ER
e RE g
T B AT P 5 G S dih
gt BE BT e T
o1 AT BE S AE SR
IS EGE B SME SRR T
SR BE R AT T

Kang Z5251i@ it ARP ¥k B 75 2 fig e 9 £ FH
IEC 61850 i Y T4 & Kk b ) N By, anf&l 3
FimR. BB ERNME TN N —& TIEEHLA,
HARIOA AR 10 AR 25 F0 2 1 25 1) 1P ok, AR5 15 Bh
W NAZ (9 ML A FI T ARP 255 6] ' £R 106 35 28 Al
il as KA M AT, SREE 25 H bR s £ 2 [A]
(T A SR . 250, Erdédi 250 O3 i 1 ok e o
DR AR s, RIBESEMERNE, i
ITER RN, B se a4 R 5 By, b
i A RTU 2 [A] 3845, A8 ICS B °] [ % . May-
nard 20 7NE T 4 A B L TEC 104 B SCIE A5 43 S0 sk
P R S A AR ) N Bty , % ) SCADA % 2%
Be g B b b %, I B Ih BE 2 SCADA IR A% 0 Th Rk o
Kelli 5129V f1 Hoyos %527 43 %Il % %+ DNP3 #p i3
GOOSE WS i iy« A ) N2« B 0K
. B4R S, ™ETIED T R& T IE
WIBAT, WEIRICS MIMLE M. seeE S e,
T FSOIK — 2251 0k 1 2 5 R e 3k e 3 K i />
1[I AN = ) BN e o W1/ I - 1 S N 1
TCP/IP Pp iSOz (1) T4 B O [ T s 1 1) e e Ak
Merxell 228138 5 1% F Modbus B3 [ 0x05 T BE 5
BT EEFAREL TP A TERSET. K

N

U, East 25058 1 3 FH DNP3 W3 I GERD 5357 2
B, SRR I PN TEIEAE Bk A
— PR

EHLA

&

— 4

/I @ARP Y
@i ARt/ %fi N @ AT

/\/\r "7 IEC 61850 IEC 61850 > $?$
—>
- (=)
ek AL g
RIS I PN

AR, IR I HOR A A AE 1 2 R
Jife 553 42 1) R R e 2 R 2 5 T M 2 Ty, AT o
WHER. JEREEEE,

BT 2, KRB R TS PG i A7 A Wit
Jife 55 2 A SE LG 55 A 1 i IS 1 3 R
TEECE St i 2% s A
5 TR RER R RIS LR, 2 TR
PEM AT R B EINE . S ME. S8BT
L e o 1o P et e Y LT) T T B )
WHE SR PESr, Bl B A SEElE R th
FAEME A RAEA 2 . BRI R B S 0, 3
BUFAES AN P BCSL DM 95 MR R L, n 2 o DX s 1
PRIk, Heeks AT DR AS R AR 4% P U 59 1 % 20
ANRIZRBL F W 2 Bk, ELIE W AT e 45 AR B
ZREsatE, RN IR BEE RS
MYt fln, 5T 5 Mok it — 22 Sl L
iy R A S, MR ICS INLE . e
PERTAT P (EAE RS, B0 M 55 1 ) 2 2
B MU s, R 2Pk SRR 5 3
BUE R WO EGE . R AE  E ARSI
w5 Bk, b TR e sg itk i A, IR
FERENE S PE R, RENS A PR AR T W A
IR LR AR R S E L
3 IEmREEZE

BEXT ORI AR OE S5 PE ) L, W] DA B %
T2z A By 4P B R S 9 T AR R 2 4. SR
PR 2 0 S 8 £ K L AR P SIS, R BT 2 11
WSS EIRZ IRR AR, B2 B AT
ARle BEXIX— W, H AT EAEAE 3 R EOR B



66+ W fE

¥k

¥ 45 %

2, BFETHEFSHIT.
BRI o
3.1 ETESFHSHIT

S PAT HARAE 755 A A BARMEAE N
AN BRSSP PAT IR RS AR R IR A BA A
Iy R BRI R E, DURISFR T &N 3
RS LRI R EA AR BARE . 5 3AT
W NESA A2, Bl Tl AR 2 5
FE SRS PATHAT T BURIFRIZHE .

Chau 252044 75 5 AT H AR B F 50 % /N B
SSL/TLS 1] X.509 SEHLIFIRIA /A, A RUg ok T
BT B AR X ) YR T A2 9 T 1 AR 7 5
™ E B A 2 A ) . SRRl Corin 51301,
I FF 5 BAT B AR o Hr b i B AR
e, SR % R B 5 7 UM WPA2 L, AT
RN MIR T TE U e st . XLy 1k AR RE
% A SRR LIV RR 7 o BT A 7T RE AT 26
12, @I A B R A B = w AR, R I
T A RE IR, AER A 1A 0 A7 7 B AR R A
. R, EFRTRE AR IRNE R R, o) 2 T At
W 5HPUT 5 HALE RS, AORESS R ] fE Hh ik
o AR RRENE, B BE S ST ELE 4 TH A P NG 55 P
AT

Song ZBUAI Cho Z P 7 5 04T 5 B AR $uAT
S G, SEELT X R RS T2 IR B
%, H R AR B HE W R 75 S AT kAR FE T R
i) . Zhang 234 tH —Fh LR SCIR S LR 5755544
T, BRSSP S B
WY F AN, R AR IR R IR FE 1 Al 4 OF
By, T EADE I E A S EOR R L R TR
FR T R, Sun 2RI Y ARG R ST S5
BIMRAH S &, R T B R RS 7 U
B HAms, R T A% B TR TR AR I 2
R, AN T AR EAE . X R BAATE
—EMRE ERRE TS AT T ORI 2 38 77
T HER R AR, RS FEMNF S HATEAR B
Y B ERE AT s SO, T (1B I T A
SHAT AT T SO TR 2 98 1) 52 R R
3.2 ETFREBHEIT

ARG R H & KL W H a5 N T
BREHAR, WM& Vh i 8 R RGN, AT
TAE I SCARES R 55 s AT IR N 2 AT R 205

T FH I ET

2017 4, FRIT 2B 2 Al ARRY B T B R B L
i, T T e mt e U5k, AMURTH TR
PR TR R R B, ICORFE TARRD H THE AR
E L FERE m A s, RIRHRTE T 8 8RB
TR E, WEEFZHE T OpenSSL Y5 ALY i s 55
PE. 2020 4F, Tang 0L RBEF TR AR S
RVFL. Bi-LSTM #Z& &M 4E 4, BERE TR
FRID AR 5T IR AERR 2, A TARITEEAT IR
T AR & oH 2 fE T A MME TR S . 20114, Corin
B0 % 7 — M MOSTO T B4, 7E GNU GPL i
AR, AFEE A BB TEA T ICS TAERAE 1S
LR % Modbus/TCP WS AT e 4 i il, b 1 4%
Gt 1CS 22 A VEVEAL 77 32 RO B 12 DA B2 3 DATE B L Ak
AL TR 4G J 0 1) R, TR SRS A 2 P IIARAHE LY,
n] DL AL sk ICS X 25 1) 22 4 e

SR, X AE L A 3hE T Ae# N\ T A
(1977 SRR IR AT IE S5 A A AT, EAARES
A RO IEARAD BRI 51 K 1) 22 AR S 549 it B
AT B, R ME LY 25 38 BB A B s s T
BB, JEHREBHARN AN ERER.

3.3 ETEMN

BRI CBP Fuzzing 5 AR) 2 —FiiR 4l — 2
RN E 2h s H 3 A RO B AL AR, I
HmA BT, B Er 26 IRk
ROV IRIA S e R B k. MREENT B bs T4%
PGS T RFEEE,  H AT 30 TAE U BUSER I
AT BAY g 2 S AR A 2k 2 o
331 Z&nK

e A X H bs L P SO T B = HAK T R
WIS DLR, 1) B AR PR i N K & 5 A Bl AL ak
BEALI K, 83 o b R A N R
[ HI2EH, PAR B L3 U i eI, 8% i
TR T P IR 32 95 o

Lee 28k 4 7 —33& H T Modbus T 45 131X
(AR IR T B Sulley, % T B LR 2 H &
SCH O B A B, AR R S R R %
F) H b5 ARk 55 LA U H AR PR TR IR . e,
Sulley IS H A 3 KR LE DGR, Retg it — B
M TAE P . R, % T H 3 B8 24X £ Fh
LR PG AT AERHTI AR,  (E T R e I T
WA R I AL . B, A2 098 2 3 A 4k
FERH T &R T HBRIL T A, Ta-



%61

R TR AP s 67

cliad 2£3914% i1 1) EtherNet/IP Fuzzer 7 it = #r i3 1
TR OLR AT DOREE B e SRR 20, JE it
Scapy FE A AR BRI B Rk AR AT
B EE HAE ANEE L B S, i3RI A% Ether-
Net/IP Bl 3 FE FP 3 5t » 284U 1) Fuzzer & A LZH0),
Modbus*!l,  ENIPM2. Prop*1 4%, 2018 45, Hu
SRR — b I T AR RO B IR 485 11 T 4 9 465 B AL
SR I 450 HE 22 GANFuzz, 1% HE 2208 FH VR i 22 >0 B
AR E B AE SR F], FF 52 3 Fh 58 S X AN
[ 4 B2 (R P U0 B AT 7328, DLAERCE 24
e BRI R A, T i A RS 78 2 28 A0
J&. 2019 4F, Zhao 2R T SeqFuzzer, #|H
T A 1 12 199 285 455 B ) 38 R I 25 Seq2Seq 155 4Y
O] TR AR ST F 2 WK Z, A RGEHR T
RS AFDIR AR e OC 28, T & 80 AR Bl X
F 9 5 W A R U ) ICS 4T N . 2023 4E, Bytes
OV H — 8 I X 485 9t R )2 1D K TCS a3k 4T A5
WA ) 22 G O I K T FieldFuzz, %88 5k B
P51 6 .

SMAEKE, BEBOHINKRR A Az R
H LA BRI, AR Sk =2 5 B SO ) T A
TR B R IR 9 78 A2 il e Ao s b
I, SRR I ke R R R
332 K&K

IR B b TP A ERE R,
WG FBOE XA, AR R LA R B
i, DAIE B 5 IR J2 O = RO R . Rk, %
FAREH T A LW, B0 F Z R AR H AR5
PSR AT SRR SR UM R ) R AE
AFLYWERIZ R T BB, o T R

= ISR o

Eddington™1 ¥ 11 7 — 38 it 2K S AR Ik T
A Peach Fuzzer, 1% TRV H Pl e SO R 15
RURI B BGE ORI B bR i B4 U 2544
FEAE RO B BRG], DUAS W R BT 9 oK e
Tie b4k, Peach BA RIE. H¥ RERME, MY
AE M Modbus T W0, B REME Y e 2 HAh T
VML . Luo Z5#9fE Peach Fuzzer 3454 E kit T
— IR T P SCER I T A Peach®, 1% T.AAH
FLLVM pass WHEE %5 5, HFLUIRRBAESRER
NS W, #HECTF Peach Fuzzer, Peach7E #5045 Il it
RO FIEACTE 5 2 TT MR LT, 0 E R A I

TH B8, DR ACE A T TR ICS P il T H
Pham 250 7F AFL () £ Al 1 42 i AFLNet, i 5]
NREWUE EXPIRSI e R AT 51 T, RN
FH 40 A1 B R 3 T 78 26 2 ORI o R kAT 51
MITTH B R B8 SR . Ba %P5t AFLNet 1)
RASYAT O, @ ERE A, Ak
SO EPIR A BB R ST, A R B G T
WOARFEF] o Yu ZEB24E HH — X Mk B 99
PP AR 0] 328 HE 22 CGFuzzer, WK 4 s . CG-
Fuzzer 311 1 —F 78 52 51 T 1A B BT 44 Cov-
GAN, %M 4 BE % 2% 5] TPk R B O TE, L
Az BB v I ORI AD 7 5 e I

BTS2, TSRS PIT RIS & 14
REETEHE AR, XERAREARTELPRE
TR, A DATEARAD g B a2 [ BOR IR YT iR 1k
AR R, AR . N2 400 B0 F 2% 2R
s AR, BB AT ROR DL R BRI T
o HRIX RH AR E AR IRIRE & R
IRVESE 8, T EOE DU AT R 2% T8 b WU T 42
P, 00 ™ EAR T T R A . A
I, XREARFEEEH T O TE IR Z
P, TANGE T T340 H T 2 AFAE AR 4%
P 15T AR I H AR T ah & i HAR,
XEFABL TR FIB AT I SEBRAT N SATHL
AL SUE R, W IR EE . AR IR
P, RERE R IR Z KR e, AU
Xof W SRR A0 R R AR, T L B R R
K. WRBRRF AT EGREL S. Ri, HTH
FEAREURI AR T3 P FE R i AT I RS ., IR K4
ARAEAPATHRG, BT8R B, TR0
TR R AR B T F S M B AR LA i &
37 B AR T SR IRZ SR -

HUEAT L, BSOS I HAR RS A S ITE AR I T
B2 5. Bk TEPIRRIZE, 5%
A& BEEGIIRETZIEA, PRI BT
BB . BN, @A TR RS TS R
M 5 A5 P isl 22 A2 3 O vE R v, R
AR, I SESITMARILE SR, &
ST ZAFE AR TS, 3B a] LR A T 5
BT~ ARSI VR U B R 3, LAYR AR
D3R B A A B P 4], e ¢ S BB i A T
R WER T A b SOR I T2 3



- 68 - i

|
: |
WRRSE $REN
: i — PV p| HRnT
|| g | |
i |

SCADA HMI

|> CovGANFLHI —bﬂ”% E] _»éﬁiiﬂﬂﬁﬁ

P 3 98
|: BRI

WAL || iRiER

|
W 2 K I T :

4 T CovGAN 1 L4 HMY Fuzzing HE4L

4 T REREP

BEXF B AR U OME 55 5 1 & SR Bt B
VANE 201 e 2R 0 i I ) A (7 o T Tk 1= ) DR NS
HEPH SO (E P s 1, R I B it D 3 A7
TS, o TV R R AL T E
AL BRI 3P L A R0 S8 T o a4 R B 4 LA o
4.1 ETFTHSERITHIRGIPHLE

H TR 2 T AER I VIR R 5 B x4
PR, B XX L TR PO E B AT 22 2B (i,
MBERZEFED, RBAIIEHH e,

Shahzad %5 17E Modbus 73 13 19 T & 7 Bt Hh R
s ggep X, Wl s ps, @ kR shEs
4% Modbus P IBURAE B, O Modbus Hr i
AR T AR TT R . UM, Fovino
231 11 Al-Shareeda 251331 ) 5] £ Modbus ) i3 Al
SECS/GEM W3 Hh s i TRl 8k B, - DA Rk it A
HRPTE TR, H X 7 925 B I [ HS Af
FEo Beah, R TR B GE T N RMRAS
FE R H A P X B SO AT £ A5, Wang 25044
—Fif B T4 RF 2 1% S (DSL, domain specific lan-
guage) MWK B SE i) 22 48 ProFactory, % &4t
) DSL il 72 £ Fil Bl v % B 1503k A7 R L A 2H 2%
MM 5 7~ ProFactory A= B AH B2 1R £ 48 45 74 RS

TS FH A5 o 7 A58 28 S A4 42 P SOIRAS B 46 v 1 4
R, AT TH (mvee) HAshiRiEes szl
(9 & IE A UL R A7 U7 1) 2 4= . ProFactory
%V BRI IR B () S AR AT R T AT S AR A i
HiR, MRS B 22 4, (HA2 %R
LR AR T DSL A1 2 5 &

MK wse | s | s
Modbus 57 F L \ HEAFE

. \ B R AR g
P \[aRL e | s |

5 Modbus B I ZhRET B

4.2 ETBENHIRBGHFHE

1R 2 T AR VG & B B = e %
&, AR P USGEAS LR 7 TH A AEIR 22 e 55 7 k]
e Hk, oA S TR LR GE
EVLHIIBT LS, DA IR T3 s s 1) 2 2tk
fr, JCHAEPTIEEAR ST B R BT ] .

=] &SR] F b [ il 28 25 i Ak ) (BECC) H Y
DSA Z 4 IAE A DH  (Diffie-Hellman) 254748
WSk fE SSL UM, W 32 Mt # 2 )
PR 2 ARt R AES SRR 2 A1 2 AAE
filh iz B3R fif e DNP3 P 30 A% i it 7% A A7 72 1) B3 W



%61

oS fa i, WE6HiR. Fovino %!l Luo
S DOVHR F o B 3 B B B 5 IR s A
VLT R B Modbus B USCEUHE 1 DR %5 PR L n] SEE
SEREMESE, FERIH B 4 B RN D Re Y kAT A
TAEKER, MihAE Bk Y66 A .
Adamko Z5ESERFH 3 T Shamir B % 3 W PR
— I 7 563 UE AL il A AES %% 4 AR SR A £} Modbus-
RTU #ril 122 4Pk Lu SRR T 36T ECC 14
PEIENUETT 58, A2 A% RN 7] BR 1) R S 208 g FL
Hh Bl BCE {E B R [A) DA IR AT i) 47
S8 LT NTRU  (number theory research unit)
MR INERUETT %, DA Ut SCADA H L
P PR 22 L Bl = SR UENL A AIAS i) 73 A 56 )

Premnath

DNP3R ffE)7
B SSLigF B s
S E— A | A
o et wﬁéﬁz i
2 wEpiE 1, 1V :
N / 1T A MAC '
| El - Riae | !
e et el i e i b e i e ) J
\ 4 A 4
SSLIEF %
e g DNP3j i85

K6 DNP3 X %4 pid 77 %

A UL BTV R 2 5 T Tb e 25 AH 1 o R R
WRHATIRAE, BAEREHR. HEDERN, HEFT
— LA AR I ICS, XA R % 4B
PRE ST BEAFERERAS - NIk, Chan Z5ED1 H
BT P BRI TR NA R G AR (CWZT)
B VMU 7RSI HE R
—FAIER R, 51N T 5 57 L8R A O Bh A 1
KR EEARZEAE R P UGER R, ReS A 250k
il 25 4y B AIE A5 JE R BT s SR I A2 55 . Jin S 1000%
X CWZT WS 82 th 1 bR 25 57 BB I L ik 1
I L, SRR T T P s
AL Z N EINERZ@EIE (HMACCE), 4 TH
P HMACCE Wi (T, o B SCRI T B0 o T, A
T, WA SR F SRR 8 . 0 s s Al — 41 5 g s
A SRR EAR AN VGE R &, il Tl %
V% B0 B PR SO T 5 O S A T R 25 A

IR ARZE Z (A DG R, AT S WA F ) 22
{518 . AN, HMACCE st 57 T3 il
ZEPIPEERE T RERIRE .
4.3 EThEHRREHFE

T3 AR BT A 2 T P SRR S SR08 S B 1 B
P45 il # BE B R A X 1CS & ke sz ), JE R AR
KEICS o Uk, #7070 5% 5 38 H AE h iUE
B SEAR BN N BA  BREAE BRI e ), T
SR e e, DLORY L P U8 A5 H s 2
Ao AR, 1 REAFEMNL, BTG B
stk 61641

2 A AR B RN 2 4 B T i L 2R PR 2 A Y e R
o GoProxyS!i@id G @ R ELAR 55 8%, N T PMY
TS PEHE TLS N L. Wi 4 DL S 51 3035 i 5
B IRe, AR T T AR B FA TR
P U0 BR ) DA R 22 4 A5 /L. Goldyl*d i
TLS UE-PS A2 S A AU (1) 2 A5, ~dEfE
X7 R AEEE B N S IR 2%« SRT, XKLL R AR
A 2 R 2T 5 . IRSs R S LA
VOB G BRI 28 [0/, 77 HAR A B S AR
R . R, Poddar Z503F1 Duan Z59413E - In-
tel SGX H {73 il SL B 1 W] {5 v 18] £ SafeBricks 1l
LightBox, f& % 2 35 4 = o 8] 4 1 1 g . Safe-
Bricks BB LRI NS ThRE L E . = RS EIE LK
WX 25 T RE YR AL 1 %2 4>, T LightBox 1@ i #1124 4
ORI AT FH R A 2842 11, DA 6 22 4= i e B1
BEARAG B ROIR S B HE 7 R R U s, IF
HE ¥ M REIZ 1T . {H J2 SafeBricks A 32 FF £ 7
%%, LightBox X U2 A&, PRHIX 2 F0 77
& F B TR ICEI & . Zhan 252 H
—MEtkRe. %A BTN F A GuardBox,
K FH S FH AT A SR DR 3 B e Ak, O T
B AR S R LB PR S R IR 5% . B SRR A
R a) 1) 22 A 1 v TR AL T, HRR 223G N
AN RAS, I G E E et . E
G

AT N I E S e & @E LS
DA RCES =J7 A 3A A BE o0 i 1 LA 22 45
PR, RITE L TP IR H
bRy BRBEULSRE R

FET RO P4 3 A T a5
RIS, B INASN aT Br T, RRE AN



70 - B % %45 %
%3 TSt R 2B ExTEE
S Iy 4 W 55 1 B B L i
SCHR[13, 53] gt e . e
i TR A R TR 18] 8 7 B %Eg&é&?ﬁﬁﬁf?i
s AN AP R
g*%@f*m SCRUATE B0 e B R B R I S S X IR ELX 1CS 278
NS IERTE ¥
SCHRISATTTIE T B RHTALR A SR I T DSL H 0 i 71 SUICS
. et e ST W 2 5 B )l R 2 B A
SCHRISSIT IS B N | e e vk s e MAC 5251 ’
SEAHR R I
SCHR[13, 56] BRI TR SRR R . ST X R Bk RS S R R T A S e R 2
ik BN VESSHAT I A TR e

s OCROSDRE BRZRERE NEE
BLl o

R o HUBBEATEGE, AR
H:T Shamir £ % JL Z W0 480F AES L EAT 175 oIS ], TR R
e N L
Wiy AE A7, (H 2k

STHRISTIE: e B E R T ECC ¥ ATE e nsttrallii
SCHRISSIJTH:  BRZ N 5 G NESS T NTRU I iE HEEAA YR
S, JE T 5 AT
SRRSO T G AR (S ST 5 S KR 1 4 SR 2 A i oA
R [59] 7 Ik 1R 2 25 . \ .
SCHR60] 7 igiﬁﬁ%b&m“ TIIR  p  0 2 FR 2EA (
Goproxy B Z N B IS F TR CRED
Goldy B s BT ARl AR Mo, Horp, R
o ) L 5 S
\ T . N 5 B R
g i = fUR o) = 1
ST AR SCHRI63] T UM ST TS T D e ieiriviog
‘ B BT o ) 4 A
SCHRIGATITEE 19 U S A T S AR K (ELR At
SCHRIG2177 . R ML b Se A T S AR

FRAS b e A i PR B 55 P Il e R X My
P BRI, 2P R IR, 8 5
EWhOs T ML R D ol . sEE R, SRR
REXTILA ICS HIg AT =g, FEEH TREHR
HOHTHIICS.

ST A ALH BB 3 32 B X TR P E (S
RE, RIS . 254 H0 By A IE 25 35 0 SRR Sk
Tttt . XMOTERABORSGE ], feig
KPR B2 =22 2B 4 R 77, {HA] Ry R i
Redre, HWEFEEH2EH., hIGkAEESE
. BRI, 1%V EEE T B P R SR A
B & IR 7e AL HIICS, J&T H AT mE R #k

Y F AP B YE 1T B A AL PR B 4 S
ST ICS K el T4 w M RE 4 — e 2
K, Bk, T rER B B E R R
27 VAR =7 M T OB 5 SR AR A4 1) %2

&7, AMUBAERAHFAENE, B GHE
2 LEBANBIE. Hrh, B e fEs B
Dy SEHt EHIVEE T ARSI AL EAR
RERUR, TEEM TP ZRARAICS; AR
[ (R B 97k R e, (R LA A,
FLGEH TP R R ICS . teAt, et E 5
A AT RE SOV G T B bR, IR ICS SIGHT
LA N
5 RKRE

BERT AR H A BT I A AR it SEEL
SO I DS I g, SRAE AT R LS T
R B8 22 4= 5 4P AR IR A2 38 B, (R AE TR P
RIE s AN . B tERe. INTRIZIRACR 5
REALSE T TATIAAAEA AR BRI, AR SCABLTR 542
RS TP R A AR R AT e



561 Wk TR R LRh 71

1) 4l FL i) Mgk R

HAl, TEURMEsstt. 2 pid itk ae s
WK Z TRV FEREREAT, SR M2
FEARFEEH XN ITHE FRERSSE, Ran%
JE TS TR &, JUH @M DB, — s B
RRERThAEM LI drE, SEOXLE MR ARTIE
R ASORSE DN 47 P LS PH E 55 2 ) R DA % % 1T X ICS
RS . Mk, 48Tl e Z4Em
B, TFRBERL LS TR MR IR 40 . %
W TR R, N TR ICS X
TS IR Z R 2 A e IR IR (L B S 35S
it B BONA K E B A 2 —

2) REL TP RS mEH A

FHEL T BRI R 48, ICSTERSGE. WA MM
575 T A SR IR A B B AR 008, G FLHA
—Lerh RAYICS, KARIBITH K& THE g BE I8
FEOT A PRI TH a8, HAE A e A a5 1 i) il %2
M TE i, MM 58 2 WM 4 Bk, Hfa s
Ko Bk, EPhSHEEEE. oM EEE =
PR 5 4 SR B M A LA W 2 i H AR 1
PERE, BCHE T PR PRI T & T 5 22 4
HREEM TEMCZ 2%, B—1 20
FANE 7

3) T2 A b SN 5 A R

B T X 28 FFTORE FE G n, 1C'S (R B 2
PEIEEE 2 IR 24 &b . Bl TPl
(A% G822 A B AP BRAERE A AR 55 7 TH A I 1 7%
Ja THEMPML, SEOCTE I DT R 74
. DRI, B T B BB 3 e S B B
M, A TEWENRE S, Az AR
1E T MR S 5456 . B, FIAS
PRGN ERESENTEOR, TR AT
PERBEHTHLE], 438 Tolk BB M mT s TR A 5
AR R ATE S, HAE 24 b B @l B[R]
ERBIHLE] BB AN, B IR 22 4 & 4E, 3T 4
O BN A% T R A B P 22 4 TR R
IbAh, ESREAEL LM ES, A T
RFTE AR AR )2 2 ERe, B2 H AT B2
W FEII 5 1) 6

4) B RS A D BURIRZ A0 A

HAT, K2 THEDFERTZIE TR ET
AR AR D THE IR T2 88, B R R 4

FEwn. AR ESGA.. RS TENET,
WO I 472 9 3 3 T s b B A2 % L IR S 1 B 2
SR Uk, RIS S IAT AR TR
IR EEBOAR, HHE]E T 1S TR TR &
R R TR PRGN 2SS TH, DA TP
BORTRFZ IR R BCR AHER L, 2 H AT AR # (A0 7T
(K1— T3

5) T BGRI A s KBl S B R E Bk

W TAv TR AT A e, T AT 5
NEZ, EAUEIAE LSS IR L, AT
FEAR ST AR R4 PE 57 T, X 26 PR e 1
BRI 2 Rl S, SEUES
TAE USRI 238 SR 2 XE UL A iR, 12
SN S RO AR 2 . PR, RN
% NOE P b 2 SR 4 HE ok (e Ml
Flfr, FRah & N L AZ R DA s R i R B 5 18
S EmtE, 2 sSEIl TIE I RCRFE K B3 KBS
BReBE, KhRARN— MR

6 ZEERIB

P R PR 1 P DA T4 5 % 1
(SR PR, R 22 B T 4 b RN 22 5% FE At T g 1k
AT SEPEET R, M2 T 24Kk, SEHT
KE TR LRSIy TS s A7 R 2
(1 553 1 T L o 5 o AT AR P Ok 2 T Bl e 55
P i) U ICS JEIT & R 28 Beali . (AL, R Xehix st
eSS PE S Bl S 2wy, AZ Wi e st
Tz A RO e, A O T P BOME 55 1
W, o A TR PR BT S8 AE AL A
V)AL 55 B A1) T8 AL 22 B4 7 8, TRIRHER X R
AR TR, &S5 HAT. AR
TH BRI SR AR AT IR E 288 . ARSI T
B W e B AR 2R 34N O T
BHTIRN T, X TR R K SR A3k AT
R, D Tl e kg,

EEPEE

(1] #h, sk3zoe, i, 55 . LIzt KRG 2 2L0R 0] NS
KR, 2022, 59(5): 1035-1053.
YANG T, ZHANG J Y, HUANG Z Q, et al. Survey of industrial control
systems security[J]. Journal of Computer Research and Development,
2022, 59(5): 1035-1053.

[2] CONTI M, DONADEL D, TURRIN F. A survey on industrial control



<72 - A

hallis

¥ 45 %

—

finar}

=

=

—

—

system testbeds and datasets for security research[J]. IEEE Communica-
tions Surveys & Tutorials, 2021, 23(4): 2248-2294.

ANTON S D D, FRAUNHOLZ D, KROHMER D, et al. The global
state of security in industrial control systems: an empirical analysis of
vulnerabilities around the world[J]. IEEE Internet of Things Journal,
2021, 8(24): 17525-17540.

TrBRGE, B, 2211, 45 . A% sl RGP Z A ERIR ). v EIALBE
5K, 2022, 59(5): 978-993.

FANG DL, LIU P Z, QIN C, et al. Survey of protocol security of indus-
trial control system[J]. Journal of Computer Research and Development,
2022, 59(5): 978-993.

VOLKOVA A, NIEDERMEIER M, BASMADIIAN R, et al. Security
challenges in control network protocols: a survey[J]. IEEE Communica-
tions Surveys & Tutorials, 2019, 21(1): 619-639.

JAVADPOUR A, SANGAIAH A K, JAFARI F, et al. Toward a secure
industrial wireless body area network focusing MAC layer protocols: an
analytical review[J]. IEEE Transactions on Industrial Informatics, 2023,
19(2): 2028-2038.

MAJDALAWIEH M, PARISI-PRESICCE F, WIJESEKERA D. DNPSec:
distributed network protocol version 3 (DNP3) security framework[C]//
Advances in Computer, Information, and Systems Sciences, and Engi-
neering. Berlin: Springer, 2007: 227-234.

SV, AT R, YL, L LU T R AT 5T S Bk (). T
FHUDFA S K RE, 2022, 59(5): 1015-1034.

HUANG T, FU A M, JI Y K, et al. Research and challenges on reverse
analysis technology of industrial control protocol[J]. Journal of Com-
puter Research and Development, 2022, 59(5): 1015-1034.

sessment of Modbus protocol[C]//Proceedings of the 2016 11th Inter-
national Conference for Internet Technology and Secured Transactions
(ICITST). Piscataway: IEEE Press, 2016: 142-147.

MAYNARD P, MCLAUGHLIN K, HABERLER B. Towards under-
standing man-in-the-middle attacks on IEC 60870-5-104 SCADA net-
works[C]//Proceedings of the 2nd International Symposium on ICS &
SCADA Cyber Security Research 2014. New York: ACM Press, 2014:
30-42.

SCHWARZ M H, BORCSOK J. A survey on OPC and OPC-UA:
about the standard, developments and investigations[C]//Proceedings
of the 2013 XXIV International Conference on Information, Communi-
cation and Automation Technologies (ICAT). Piscataway: IEEE Press,
2013: 1-6.

PUYS M, POTET M L, LAFOURCADE P. Formal analysis of secu-
rity properties on the OPC-UA SCADA protocol[C]//International Con-
ference on Computer Safety, Reliability, and Security. Berlin: Springer,
2016: 67-75.

BIHAM E, BITAN S, CARMEL A, et al. Rogue7: rogue engineering-
station attacks on S7 simatic PLCs[C]//Conference of. Black Hat 2019.
San Francisco: CMP, 2019: 1-21.

KALLE S, AMEEN N, YOO H, et al. CLIK on PLCs! attacking con-
trol logic with decompilation and virtual PLC[C]//Proceedings 2019
Workshop on Binary Analysis Research. Reston: Internet Society,
2019: 1-12.

I, RERE ST, R0 B8 A PEAE P A S B B EOR 1]
THHEAEAR SRR, 2019, 29(2): 1-6.

DONG Y F, XIONG Y Q, WANG B Y. Security threat and defense

(9] 5%, €, J5 A . ol AR I B BUNE S8 1 5 2 Bl P R ZRk [J]. technology of smart grid communication protocol[J]. Computer Tech-
JBAF 2R, 2017, 38(S2): 185-196. nology and Development, 2019, 29(2): 1-6.
FENG T, LU Y, FANG J L. Research on vulnerability and security tech- [23] SUNY, LI Z, LYU S C, et al. Spenny: extensive ICS protocol reverse
nology of industrial Ethernet protocol[J]. Journal on Communications, analysis via field guided symbolic execution[J]. IEEE Transactions on
2017, 38(S2): 185-196. Dependable and Secure Computing, 2023, 20(6): 4502-4518.
[10] ERDODI L, KALIYAR P, HOUMB § H, et al. Attacking power grid [24] LY, WU S H, PAN Q. Network security in the industrial control sys-
substations: an experiment demonstrating how to attack the SCADA tem: a survey[J]. arXiv Preprint, arXiv: 2308.03478, 2023.
protocol IEC 60870-5-104[C]//Proceedings of the 17th International [25] KANG B, MAYNARD P, MCLAUGHLIN K, et al. Investigating
Conference on Availability, Reliability and Security. New York: ACM cyber-physical attacks against IEC 61850 photovoltaic inverter installa-
P 2022: 1-10. . . .
ress, 20 0 tions[C]//Proceedings of the 2015 IEEE 20th Conference on Emerging
[11] EAST S, BUTTS J, PAPA M, et al. A taxonomy of attacks on the . . .
. . . Technologies & Factory Automation (ETFA). Piscataway: IEEE Press,
DNP3 protocol[C]//Critical Infrastructure Protection III: third Annual 2015 1.8
IFIP WG 11.10 International Conference on Critical Infrastructure Pro- T
. . . [26] KELLI V, RADOGLOU-GRAMMATIKIS P, LAGKAS T, et al. Risk
tection. Berlin: Springer, 2009: 67-81. ; )
[12] RRUSHI J L. SCADA protocol vulnerabilities[M]. Berlin: Springer, analysis of DNP3 attacks[C]//Proceedings of the 2022 IEEE Interna-
2012 tional Conference on Cyber Security and Resilience (CSR). Piscat-
[13] FOVINO I N, CARCANO A, MASERA M, et al. Design and imple- away: IEEE Press, 2022: 351-336.

mentation of a secure modbus protocol[C]//International Conference [27] HOYOS J, DEHUS M, BROWN T X. Exploiting the GOOSE protocol:

on Critical Infrastructure Protection. Berlin: Springer, 2009: 83-96.
SHAHZAD A, LEE M, LEE Y K, et al. Real time MODBUS transmis-
sions and cryptography security designs and enhancements of protocol
sensitive information[J]. Symmetry, 2015, 7(3): 1176-1210.

ADAMKO E, JAKABOCZKI G, TAMAS S P. Roposal of a secure

modbus RTU communication with ADI Shamir’s secret sharing

method[J]. International Journal of Electronics and Telecommunica-
tions, 2018, 64(2): 107-114.

[16] NARDONE R, RODRIGUEZ R J, MARRONE S. Formal security as-

a practical attack on cyber-infrastructure[C]//Proceedings of the 2012
IEEE Globecom Workshops. Piscataway: IEEE Press, 2012: 1508-1513.
MERXELL B, FORNER E. Out of control: demostrasting scada ex-
ploitation[C]//Conference of Black Hat 2013. San Francisco: CMP,
2013: 1-7.

CHAU S'Y, CHOWDHURY O, HOQUE E, et al. SymCerts: practical
symbolic execution for exposing noncompliance in X.509 certificate
validation implementations[C]//Proceedings of the 2017 IEEE Sympo-
sium on Security and Privacy (SP). Piscataway: IEEE Press, 2017:



%61

R TR AP s e

[30]

[31

[32]

(33

[34]

[35

[36]

[37]

[38]

[39]

[40]

[41]

[42

[43]

[44]

503-520.

CORIN R, MANZANO F A. Efficient symbolic execution for analys-
ing cryptographic protocol implementations[C]// International Sympo-
sium on Engineering Secure Software and Systems. Berlin: Springer,
2011: 58-72.

SONG J, CADAR C, PIETZUCH P. SymbexNet: testing network pro-
tocol implementations with symbolic execution and rule-based specifi-
cations[J]. IEEE Transactions on Software Engineering, 2014, 40(7):
695-7009.

CHO C Y, BABI D, POOSANKAM P, et al. MACE: model-inference-
assisted concolic exploration for protocol and vulnerability discovery[C]/
20th USENIX Security Symposium (USENIX Security 11). Berkeley:
USENIX Association, 2011: 1-16.

ZHANG X L, ZHU Y F, GU C X, et al. Security protocol code analy-
sis method combining model learning and symbolic execution[J]. Chi-
nese Journal of Network and Information Security, 2021, 7(5): 93-104.
WK, AR, B, S TS BT S RO I K i S Uy
[T, B4R, 2019, 30(10): 3071-3089.

XIE X F, LI X H, CHEN X, et al. Hybrid testing based on symbolic ex-
ecution and fuzzing[J]. Journal of Software, 2019, 30(10): 3071-3089.
RODRIGUEZ R J, MARRONE S, MARCOS I, et al. MOSTO: a tool-
kit to facilitate security auditing of ICS devices using modbus/TCP[J].
Computers & Security, 2023, 132: 1-12.

FEVT, BBl T ARS8 T4 R 1) OpenSSL ff 85 1 43 4 [J]. - 5E41
REN, 2017, 26(9): 253-258.

DU J, LUO Q. Vulnerability analysis of OpenSSL based on code audit
technology[J]. Computer Systems & Applications, 2017,26(9): 253-258.
TANG G G, MENG L X, WANG H Q, et al. A comparative study of
neural network techniques for automatic software vulnerability detec-
tion[C]//Proceedings of the 2020 International Symposium on Theoreti-
cal Aspects of Software Engineering (TASE). Piscataway: IEEE Press,
2020: 1-8.

LEE H R, SHIN S H, CHOI K H, et al. Detecting the vulnerability of
software with cyclic behavior using Sulley[C]//Proceedings of the
2011 7th International Conference on Advanced Information Manage-
ment and Service (ICIPM). Piscataway: IEEE Press, 2011: 83-88.
TACLIAD F, NGUYEN T D, GONDREE M. DoS exploitation of
Allen-Bradley’s legacy protocol through fuzz testing[C]//Proceedings
of the 3rd Annual Industrial Control System Security Workshop. New
York: ACM Press, 2017: 24-31.

BRATUS S, HANSEN A, SHUBINA A. LZfuzz: a fast compression-
based fuzzer for poorly documented protocols[J]. Computer Science,
2008, 9(1): 1-22.

VOYIATZIS A G, KATSIGIANNIS K, KOUBIAS S. A modbus/TCP
fuzzer for testing internetworked industrial systems[C]//Proceedings of
the 2015 IEEE 20th Conference on Emerging Technologies & Factory
Automation (ETFA). Piscataway: IEEE Press, 2015: 1-6.

TACLIAD F. ENIP fuzz: a scapy-based EtherNet/IP fuzzer for security
testing[D]. California: Naval Postgraduate School (Monterey), 2016.
NIEDERMAIER M, FISCHER F, VON B A. PropFuzz—an IT-
security fuzzing framework for proprietary ICS protocols[C]//Proceed-
ings of the 2017 International Conference on Applied Electronics
(AE). Piscataway: IEEE Press, 2017: 1-4.

HU Z C, SHI J Q, HUANG Y H, et al. GANFuzz: a GAN-based indus-

[45]

[46]

[47]

(48]

(49]

[50]

(51]

[52]

(53]

[54]

[55]

[56]

[57]

(58]

trial network protocol fuzzing framework[C]//Proceedings of the Pro-
ceedings of the 15th ACM International Conference on Computing
Frontiers. New York: ACM Press, 2018: 138-145.

ZHAO H, L1 Z H, WEI H S, et al. SeqFuzzer: an industrial protocol
fuzzing framework from a deep learning perspective[C]//Proceedings
of the 2019 12th IEEE Conference on Software Testing, Validation and
Verification (ICST). Piscataway: IEEE Press, 2019: 59-67.

BYTES A, RAJPUT P HN, DOUMANIDIS C, et al. FieldFuzz: in situ
blackbox fuzzing of proprietary industrial automation runtimes via the
network[C]//Proceedings of the 26th International Symposium on Re-
search in Attacks, Intrusions and Defenses. New York: ACM Press,
2023: 499-512.

YU X J, WUY B, ZHANG Y Q. Research on the design of cloud secu-
rity architecture[J]. Netinfo Security, 2020, 20(9): 62-66.
EDDINGTON M. Peach fuzzing platform[J]. Peach Fuzzer, 2011, 34:
32-43.

LUO Z X, ZUO F L, SHEN Y H, et al. ICS protocol fuzzing: coverage
guided packet crack and generation[C]//Proceedings of the 2020 57th
ACM/IEEE Design Automation Conference (DAC). Piscataway: IEEE
Press, 2020: 1-6.

PHAM V T, BOHME M, ROYCHOUDHURY A. AFLNet: a greybox
fuzzer for network protocols[C]//Proceedings of the 2020 IEEE 13th
International Conference on Software Testing, Validation and Verifica-
tion (ICST). Piscataway: IEEE Press, 2020: 460-465.

BA J S, MARCEL B, ZAHRA M, et al. Stateful greybox fuzzing[C]//
31st USENIX Security Symposium (USENIX Security 22). Berkeley:
USENIX Association, 2022: 3255-3272.

YU Z H, WANG H L, WANG D, et al. CGFuzzer: a fuzzing approach
based on coverage-guided generative adversarial networks for indus-
trial ToT protocols[J]. IEEE Internet of Things Journal, 2022, 9(21):
21607-21619.

AL-SHAREEDA M A, MANICKAM S, LAGHARI S A, et al. Replay-
attack detection and prevention mechanism in industry 4.0 landscape
for secure SECS/GEM communications[J]. Sustainability, 2022, 14
(23): 1-15.

WANG F, WU J, NANY, et al. ProFactory: improving IoT Security via
formalized protocol customization[C]//31st USENIX Security Sympo-
sium (USENIX Security 22). Berkeley: USENIX Association, 2022:
3879-3896.

=19 . & AE PR M DNP3 [l 22 2 WL 78 55 SEBL[D]. K ib: HBT R
FHARKAE, 2016.

YAN S. The research and implementation of security mechanism for
smart grid DNP3[D]. Changsha: National University of Defense Tech-
nology, 2016.

LUO X, LI Y Z. Research and implementation of modbus TCP secu-
rity enhancement protocol[J]. Journal of Physics: Conference Series,
2019, 1213(5): 1-12.

LU X, WANG W Y, MA J F. Authentication and integrity in the smart
grid: an empirical study in substation automation systems[J]. Interna-
tional Journal of Distributed Sensor Networks, 2012, 8(6): 1-17.
PREMNATH A P, JO J'Y, KIM Y. Application of NTRU cryptographic
algorithm for SCADA security[C]//Proceedings of the 2014 11th Inter-
national Conference on Information Technology: New Generations.
Piscataway: IEEE Press, 2014: 341-346.



<74 - EOAE

pall

B

1

45 %

[59] CHAN A C F, WONG J W, ZHOU J, et al. Scalable two-factor authen-
tication using historical data[C]//European Symposium on Research in
Computer Security. Berlin: Springer, 2016: 91-110.

[60] JIN C L, YANG Z, XIANG T, et al. HMACCE: establishing authenti-
cated and confidential channel from historical data for industrial Inter-
net of things[J]. IEEE Transactions on Information Forensics and Secu-
rity, 2023, 18: 1080-1094.

[61] MIYAZAWA H. A latency-aware container scheduling in edge cloud
computing environment[C]//Proceedings of the 2023 Congress in Com-
puter Science, Computer Engineering & Applied Computing (CSCE).
Piscataway: IEEE Press, 2023: 1728-1731.

[62] ZHAN M Q, LI'Y, YU G X, et al. GuardBox: a high-performance
middlebox providing confidentiality and integrity for packets[J].
IEEE Transactions on Information Forensics and Security, 2023, 18:
2413-2426.

[63] PODDAR R, LAN C, POPA R A, et al. SafeBricks: shielding network
functions in the cloud[C]//Proceedings of the 15th USENIX Confer-
ence on Networked Systems Design and Implementation. Berkeley:
USENIX Association, 2018: 201-216.

[64] DUAN H Y, WANG C, YUAN X L, et al. LightBox: full-stack pro-
tected stateful middlebox at lightning speed[C]//Proceedings of the
Proceedings of the 2019 ACM SIGSAC Conference on Computer and
Communications Security. New York: ACM Press, 2019: 2351-2367.

(fEE ]

EiE (1988-), B, LHHINA, PR
ToRZM AL, FEFRA AN LIERS
LA A [ 2

EERHE (2000-0, F, WEGEHAN, PHE
BB R LA, BRI RO T
PRBSUBORIIS . APT Bl 5 BB SE -

XISt (2000-), 5, WEEHAN, B
TR EA, LT Mo L
W A RS ) 25

TF4E (2000-), 2, WALE TN, FE
BRI, EEOTATT N TR
e e 11N SUA TR

SLEH (1994-O, F, WA, FExt
BRI LG, EEHTTTT 7Y
I 22 4 B AL R 55 o

TR (1981-), %, HIL@EImA,
£, MRBEITRYHEER. LA, =
B TT T3 17 MR I 22 4 . s 2 A B AL
RiP<E.

KEFE (1966-), H, BRVEENA,
€, REREERE K LA T,
RTINS B S #4594 KRS
He A YN RG24



